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1. Beeaenne. Konuenmus cpeasl pacnpeneneHHsix Beraucinenuit I'pun (Grid) [1, 2]
CTaHOBHUTCA Bce OoJjiee MOMYNISAPHON, MO3BOJIASA MOTECHIMAIBHO MOIYYUTh U3 reorpapuuecku
pacnpeesieHHbIX PECYPCOB 3a CYET MPOTrPaMMHBIX PEIIEHUN M C MOMOIIBI0 KOMMEPYECKOTO
CeTeBOTO O000OpYIOBAaHUS OYEHb OOJIbIINE BBIYHMCIIUTENIBHBIE MOIIHOCTH, HaMHOIO
[IPEBOCXOJALIME TE, KOTOPBIMH paclojaratoT COBPEMEHHBIE  CYINEPKOMIIBIOTEPHBIE
ApPXUTEKTYPBI.

Hamu paspabaTbiBaeTcst cucTeMa IIEHTPAJU30BAHHOTO YIPABICHUS 3aJaHUSMH B
I'pun, xotopyro Mbl HasbiBaeM I'pun-mucnerdepom. Poms m Mecro I'pun-mucnerdepa B
KOHTEKCTE 3a7[ayll OpraHU3allMM paclpelleIeHHBIX BBIUYUCICHUH MOAPOOHO PAacCMOTPEHBI B
crathe [3] (B aTOM crarbe ['pua-gucneryep uMenyercss MetagucneTyepom).

IIpoekr I'pua-nucreryepa UCXOOUT U3 MPEACTABICHUSA O ['pua Kak O COBOKYIIHOCTH
y3JI0B. ¥Y3€l — rpymma KOMIbIOTEPOB (B JIOKAJBHOM CETH), HAXOAALIASACA MOJ YIPaBIECHUEM
JIOKaJIbHOTO MOHHMTOPA PECYPCOB, B KAUECTBE KOTOPOI'O MCHOJIB3YIOTCS PA3JIMUHBIE CUCTEMBI
yrpasieHus naketHoi oopabotkoit (CYIIO) [4]. CoBokymHOCTh y3510B B ['pun oObeanHeHa
HEKOTOpO#l o0meil MHPOpMALMOHHOW HMHQPACTPYKTYPOH, MO3BOJISIOMIEH IUIAHUPOBATH
pa3MelIeHle 3aJaHuil Ha BBIUMCIMTEIBHBIX pecypcax y3ioB ['puna. OgHako Kaxablil ysen
oOnajaeT aBTOHOMHEH M TPEIOCTABISAET B pacropsbkeHue ['puj TOMBKO Ty 4YacTh CBOUX
BBIYMCIIUTENBHBIX PECYPCOB M Ha TAKUX YCJIOBHSAX, KOTOPbIE MPUEMIIEMBI ISl YIPABIISAIOLIEH
stuM  y3noM CVIIO. @yHKUMOHANIBHOCTh, NPENOCTaBiseMas MOJb30BaTeNo0 ['pun-
nucreryepoM, oimmska k ¢pynkuuonanbHoctu CYIIO. Ilo cymectBy, ['pun-nucnerdep — 31o
CVIIO 6onee BHICOKOTO YpOBHS (M. pHc.1).

I'pun-mucneruep peamusyercs cpeacrBamu Globus Toolkit 3 (GT3) [5, 6, 7] kak
koMmiieke ['pua-cmyx6 u ximmeHTckux kKommoHeHT. Cucrema Globus Opina BeiOpana B
KadyecTBe 0a30BOi mpu pa3pabotke ['pua-aucnerdyepa, HIOTOMY 4TO (TOMHUMO BCETO MPOYETro)
OHAa CTAaHOBHTCS CTaHIApTOM je-¢pakTo B I'pun.

[TomuMo  WMHCTpyMeHTapusi Ul  TMOATOTOBKM  COOCTBEHHBIX I 'puu-ciyxoO,
peanu3yonmx craHaapTHeie HHTEepdeiicel, B coctaB GT3 BXoauTt psn yxe rotoBbix ['pun-
CIIy’k0, BBITIOJHSIOMHKX 3amyck 3agaHuii B JokanbHbIX CYIIO (GRAM), 6e3omacHyio u
HajexHyto nepenady ¢aitnos (GridFTP), uadopmanmonnoe oocnyxuBanue (MDS) u maOTOE
Apyroe.

B paboTte kpatko onuceiBaeTcs (yHKIMOHATBHOCTh U apXUTeKTypa I pun-aucneryepa
(m.2) 1 paccMOTpeHBI BOMPOCH 0E30MacHOCTH B KOHTEKCTE peanu3anuu [ puma-aucrerdepa
cpencrBamu GT3 (1m.4). B cBs3u ¢ 3TuM u3noxkeHa cuctema 6e3omacuocta GT3 (1.3).

" Paboma  ewinonnena npu noddepocke Poccuiickoeo  onda  pyHOaMeHmanbHbIx
uccredosanuii (npoexmot 02-01-00282, 04-07-90299).
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Puc.1. I'pun-nucneruep B ['pun

2. OyHKIHOHAJBHOCTL W apxuTekTypa I'pua-aucnerdepa. OyHKIMOHAIBHOCTH
I'pua-aucneTuepa BKIIOYAET KOMaH/BI 3aIlycK 3afaHus (submit), mogydeHue nHpopMaIiu o
COCTOSIHMM 3ajlaHus (status), cHsaTue 3ananus (cancel) u Hekotopeie npyrue. Komanaga submit
UMEET Ha BXOJE OIMCAaHUE 3aJaHUsl U BO3BPALLACT SPJBIK 3aJaHusl, NPEABABISAEMBIN IpH
BBI30BE€ OCTaJIbHBIX KOMAH/| YIIPABJICHUS.

Apxurekrypa ['pua-nucnerdepa noxkasasa Ha puc.2.

I'pun-gucneryep COCTOMT W3  IUIAHUPOBIIMKA M KOMIUIeKca [ 'puu-cimyxo,
BBINIOJIHAIOUINXCS Ha ynpasisitomeM xocte ['pun (xocre I'pua-gucneruepa), U KIMEHTCKUX
KOMIIOHEHT, BBINOJIHSIOIIMXCS Ha Apyrux xocrax 'pua. B kommiieke BXOIAT:

e unrepdeiicnas yrunuta (kaumeHt GT3), HampaBnsgomas 3ampochl  KIHMEHTOB
(monp30BaTenell U aIMUHUCTPATOPOB) I'pua-aucneryepy;

® rpua-ciayx0a npuema 3amnpocos;

e pecypcHblil areHT (kaueHT GT3), BBHIMONHSIONMNCS Ha KaXI0M y3Jie, U Mepeaaroui
uHpOpMaIHUIo 0 pecypcax y3na I'pun-nucrneryepy;

® pecypcHasi TPUA-CITyX0a, IPUHUMAIONIAs COOOIIEHHS OT areHTOB;

e ympasisitomas komnoHeHta (ximeHT GT3), 3aHuMmaromasicss 3almycKOM 3aJaHUNd U
ynpasiaeHueM UMy B y3iax GT3 no komaHaaM IUIaHUPOBILKKA.

Opranu3anus BBIYMCIUTENBHOW ceTH ['pua-mucnerdepa Oazupyercs Ha CpPEACTBAxX
GT3:

e Ha ympasmsiromiem xocte I'pun (xocte I'pua-aucneryepa) ycTaHaBIMBAETCSI CEPBEP
GT3, B pamKkax KOTOPOTO BBIIOJHSIOTCS TPUA-CITYKOBI [ pun-nucneryepa.

e B kaxaom y3ne I'pun BelIensercs ILUIIO30BOM KOMIBIOTEP, Ha KOTOPOM
ycranaBnuaetcs cepsep GT3. I'pun-ciayx0b1 cepBepa obciyxkuator CYIIO, ynpasnsionryio
y3ioMm. Kpome Toro, Ha y3ne 3amyckaercs pecypcHbli areHT (kiaueHt GT3),
B3auMoeiicTByromuii ¢ CYIIO.



e Ha kax/10M KIMEHTCKOM XOCTe ycTaHaBiuBaeTcs nHppactpykrypa GT3, nocratounas
JUISL BBITIOJIHEHHSI UHTEP(EHCHON YTUIIUTHI.
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Puc. 2. Apxutextypa I'pua-aucneruepa

IenTpanbHOM KOMIIOHEHTOU ['pua-aucnerdepa sBIAETCS IUIAHUPOBIIUK, K KOTOPOMY
MOCTYyMaeT BCS MHGPOpMAIMA OT TpUA-CIYKO. [IMaHMpPOBIIUK, PYKOBOJCTBYSICH HEKOTOPOI
CTpaTerueil u moyiyueHHOH MH(pOpManuei 0 COCTOSHUH PECypCOB U MPUHATHIX 33/JaHUSX, B
OTIpE/IEICHHbIE MOMEHTBI BPEMEHH HaNpaBiIsAeT (C OMOIIBIO YIPABISAIOLIEH KOMIIOHEHTHI) TO
WM MHOE 33J]aHue B BHIOPAHHBIH 11€71€BOH Y3ell.

Bonpocsl cTparern IUTAaHUPOBAHHS BBIXOAAT 3a TMpeNeNbl HACTOALIeH paloThI.
HekoTtopsie moaxo/sl K 3TUM BompocaM paccMoTpeHsl B [8]. anee (1. 4) Mbl OCBETHM TOJIBKO
npobsemMbl 0€30MacHOCTH TpuA-ciayk0 ['pun-nucneruepa. IlpeaBapurenbHO HE00X0AUMO
MPUBECTH HEKOTOphie cBeAeHus o cucreMe OezomacHoctn GT3 GSI (Grid Security
Infrastructure).

3. Cucrema 6e3onacHoctu GT3. GT3 GSI [9] ocnoBana na PKI (uadpactpykrype
OTKPBITBIX  Kitouei). Bce  yyaCTHUKM  BBIUMCIUTENBHOM  cpenapl  (MOJIB30BATENH,
BBIUMCIIUTENBbHBIE MTPOLIECCHI M pecypchl) BinaaeioT X.509 cepruukaTaMu OTKPBITBHIX KITIOUYEH
(manee — ceprudukar wimm COK), ucrnonb3yeMbIMH U ayTeHTH(PUKAIUU (BBIICHEHUS «Who
is who»). B cepruduxare, moamucannom OUII ymocrosepsitomero mentpa (Certificate
Authority), 4yTO rapaHTHpyeT €ro NmoJJIMHHOCTb, YKa3aHbl HJIEHTU(UKATOp Biagembla (Kak
npaBmwio, cobctBeHHoe uMs - distinguished name) U COOTBETCTBYIOIIMIA OTKPBITBHIN KITIOY
(MMEHHO 3TO CBSA3BIBACT BJIAJIENIbLA C KIIOUOM), CPOK JEHCTBUS M Ha3HAuUCHHE CepTU(HKATA.
ABTopu3zanus (IpelOoCTaBIEHUE YYAaCTHUKY IPaB Ha JOCTYN K pecypcaM) BBINOJIHSAETCS B
COOTBETCTBUH C pe3ylbTaTaMH ayTeHTU()UKAUU U TOJIUTUKU aBTOPU3ALMH, TPUHITON JUIs
JAHHOTO pecypca.



[lepconanbhble ceprudukatel B ¢opmare X.509 BbLIAIOTCS HA JIMTENbHBIH CPOK B
pe3yibTare CI0XKHOM M JOPOTOCTOSIICH MPOLEAYyphl YCTAaHOBJICHHUS JIMYHOCTU CyOBEKTa.
[Tpumenenne COK nmst ayreHTH(UKAIIMU TPENNOIaraeT MCHOJIb30BAHUE 3aKPHITOTO KITIOYa
MOJIb30BATENs, KOTOPBIM OOBIYHO XpaHWUTCS B 3alIM(POBAHHOM BHUJIEC HAa CHCTEME
MOJIb30BATENsl M 3aIIMILEH IapojieM, KOTOpBId Halo MPEABSABIATh IPU KaXKJIOM €ro
HCI0JIb30BAHUU.

Crnenmduka BBINOTHEHHS 3aJaHUid B [pua coOCTOMT B TOM, UYTO 3aJaHHe,
MHUIIMMPOBAHHOE M3HAYAIBHO IOJIb30BaTeNneM (WM JpyruM  3aJaHueM) TpeOyer
MOAKIIIOUEHUSI JPYTHX PECYPCOB M BXOJA B Jpyrue cuctemsl. /(s ycTpaHeHHs yrposbl
KOMIIPOMETAIIMHM 3aKPHITOr0 KJI0Ya I0JIb30BaTeIsl HEOOXOIUMO 00ecneunTh (YHKUIUIO
enuHoro Bxoja (Single-Sign-On — OJHOKPAaTHOTO NPEABSBICHHUS IMEPBHUYHOIO 3aKPBITOTO
KJII04a), MCKITIOYAIONIYI0 Niepeaayy (MycTh Jaxke ¥ 0e301MacHyl0) Kiltoya Ha APYrue CUCTEMBI.

Jns peanuzaimun  ¢yHkuuu enuHoro Bxoxa B GT3 mnpumensercs Oe3omacHoe
nenerupoBanue mpaB (Delegation) Ha 06aze T.H. mpokcu-ceprudukara [10] (3amecturens),
JEUCTBYIOLIETO OT MIMEHH BIIAJIeNbIa HCXOAHOTO cepTU(UKaTa.

3.1. IIpoxcu-cepTHdHMKAT IOINUCHIBAETCS IOCPEACTBOM IEPBUYHOIO 3aKPHITOIO
KII04a WIM KII0Ya JIpyroro mnpokcu-cepru¢ukarta. I[Ipokcu-cepTudurar  uMeeT
OTpaHWYCHHBINA CPOK JEeHCTBUsS (0OBIYHO HE Oosiee 24 yaca) U OrpaHHYEHHOE (TI0 CPaBHEHUIO
C HMCXOJHBIM) Ha3HaueHue cepTudukara. Tem camMbIM HPOKCH-CEPTU(PHUKAT OTpaHHMYUBACT
[IpaBa ero BJIAJETbIIa, CHIXKAs yrpo3y 0€301MacHOCTH.

JIOTIONTHUTEbHBIE PACIIUPEHHsS] MPOKCH-CEPTU(HUKATa MO3BOJSAIOT MPOCIEIUTH BCIO
LEMOYKy CepTU(PHUKATOB BIUIOTH O HUCXOAHOro ceprudukara (cM. puc. 3), 4TO MO3BOJISET
JIETKO TIPOBEPUTHh €ro BAIMJHOCTb. 3aKPBITHIA KIIOY MPOKCHU-CepTU(UKATA XpaHUTCA
He3amudpoBanHbIM. [l0o3TOMY MpPOKCH-CEPTH(PHUKAT NPUTOACH JUISI HEMOCPEICTBEHHOTO
KCIIOJIb30BAHMS B BBIUUCIUTENBHOU cpene ['pu.
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Puc. 3. Ilenouka npoKcH-CEpTUPHUKATOB



B GT3 npoxkcu-cepTudukat nonbp3oBaTels (MPeIbsBISIONIEro MTEPBUYHBIA 3aKPBITHINA
KJIIO4) BBIMTUCHIBAETCSA CTAH/IAPTHBIMU CPEJICTBAMH.

3.2. JlenerupoBanue [10] — nepenauya yactu mpaB (ONpPEAETCHHBIX HAa3HAUYECHUEM
cepTu(durKara) Ha OrpaHUYCHHBIN CPOK, HEOOXOIUMOE JIJISl BBIIIOJIHEHUS JCUCTBHIA OT UMEHHU
yyacTHHKa (KJIMEHTa) Ha ApPYrod BBIUMCIWUTENBHOW ycTaHOBKe. IIpaBa monarBepiknaroTcs
BIIaJIcHUEeM cepTu(ukatoM (T.e. COOTBETCTBYIOIIMM 3aKpPHITBIM KitodoMm). JlemerupoBanmue
3aKJIIOYAeTCsl HE B TEPEChUIKE 3aKpBITOro Kiouya (BMecTe ¢ cepTUdUKATOM), a B
MOANMKUCHIBAHUN KIMEHTOM HOBOTO (JIEJIETUPOBAHHOTO) MPOKCU-CEPTU(HUKATA, KOTOPHIH U
MIPUMEHSETCS 17151 BBITIOJIHEHUSI IEUCTBHUI OT UMEHHU KIIMEHTA (CM. puc. 4).

B wimentckoit komnonente GT3 nocTaTouHO yKas3aTh, KaKOW BUJ JI€JIETHMPOBAHUS

(monMHOMIpaBHOE WM  OTPAaHUYEHHOE) TPUMEHUTh. [ pua-cimyxk0a MOXKET TONyIHTh
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Puc. 4. JlenerupoBanue npas

3.3. GRIM-cepru¢ukatbl. YT0OBI CHU3UTH BO3MOXKHBIN yIIepO OT KOMIPOMETAIUH,
cepBepHble KoMmroHeHTbl GT3 (Hampumep, KOHTEHHEpBI TPHUA-CIIYXO) BBINOJIHIIOTCA 0e3
NpUBHIIETUI cucTeMbl. Takux KOMIOHEHT Ha OJTHOM CepBepe MOXKET ObITh, BOOOILE TOBOPS,
Heckonpko. Kaknmas M3 HuUX A1 ayTeHTH(UKAIMW JOJDKHA BJIAJIETh CEPTUPHUKATOM.
Henenecoobpa3Ho (Hoiro u J0poro), a WHOT/AA U HEBO3MOXHO, MOJY4aTh Ui KaKIOU
KOMIIOHEHTHI OTAENbHBIN cepBepHbIii ceprudukar. Ilostomy B GT3 mpuHAT criemyromuii
noxxoa: Ha cepBepe mmeercss e€AMHCTBEHHBIH CEpBEPHBIM cepTU(UKAT, 3aKPBITHIA KIIOY
KOTOPOTO JIOCTYIIEH TOJbKO cucteme. Jliobas KOMIIOHEHTa, BBINOJHSIIOMASACS —TIOA
HECUCTEeMHOW  y4yeTHOM  3amuchio  (account), MOXET  MOJAYYUTh  (TIOCPEACTBOM
npusuierupoBanHoil yrunutel GT3  globus-grim) GRIM-ceptudukar. 910 — mHpOKCH-
cepTudUKaT, TOAMUCAHHBIM  3aKPBITBIM  KIIOYOM  CEpPBEPHOTO  cepTuduKara, H



YIOCTOBEPSIOIINM, YTO €r0 BJIAJENel] MMEEeT Ha JaHHOM CepBepe IpaBa JaHHOW y4eTHOH
3amucu. B cocraB KoHTeliHepa BXOOUT OOpabOTYMK, OOECIEeUMBAIOUINI aBTOMATHUECKOE
obOHoBneHne GRIM-cepTudukara o uCTeUSHUH CPOKa ACHCTBUSL.

3.4. Apropusanuonnble ¢aiabl. B GT3 Oe3zomacHelii gocTym K pecypcam
YIIPaBIISCTCSI aBTOPU3ALMOHHBIMU  (aillaMu  TPHUA-CIIy)KO, B KOTOPHIX IEPEUUCIICHBI
pa3nUYUTEIbHBIC UMEHA KIUEHTOB. J{OCTYIl K TPUA-CIY)KO€ MOIYy4aloT TOJIBKO T€ KIMEHTHI,
Ybe  pazIMuuTeNbHOE  uMs  (M3BJEKaeMoe M3 IPEIbABISEMOro  cepTu(ukara)
3apeTUCTPUPOBAHO B €€ aBTOPHU3ALMOHHOM (aiine. Kaxaomy pa3nuuuTenbHOMY HMEHU
COOTBETCTBYET B 3TOM (paiijie JIOKAIbHOE MMs, KOTOPOE TPHA-CIYyk0a MOXKET HCIOJIb30BATh
JUISl TaJbHEUIIEN aBTOpU3alMU. B TUIOBOM cilydae — 3TO MMs JIOKaJbHOW YYETHOW 3alucCH
noJsib3oBarens (account), ¢ mpaBaMM KOTOPOM BBIIOJIHSAIOTCSA IPOLIECCHI, 3allyCKacMble Ha
cepBepe OT MMeHM kiueHTa. Hampumep, rpua-cnyx6a 3amycka 3amanuii GT3 GRAM
3allycKaeT C OSTUMHM TIpaBaMH mepcoHanbHbIi rpua-koHTeiinep (UHE — user host
environment), TPHI-CIyKObI KOTOPOTO U 3aHUMAIOTCS O€30MacHBIM OOCITYy)KMBaHHEM BCEX
3alaHUN KIIMECHTA.

4. Cucrema Oe3zonacHoctu I'pua-mmcnerdepa. besomacHocts ['pua-gucneruepa
nocruraetcs npumeHeHneM cpeacts (yruut u API) cucremsr 6ezonacaoctu GT3.

4.1. AyTenTH(HKAIMA U JeJIeTHPOBAHKE.
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Puc.5. Ayrentudukanus u aenerupoBanue B I pun-nucneryepe

Jlns B3auMHOW ayTeHTU(UKAIMHM KakKJas KOMIIOHEHTa JOJDKHA MpeabsBUTh X509
cepTuduUKar.

WutepdeiicHas yTWiInTa BBIIOJIHIETCS Ha YCTAHOBKE KIMEHTA-NOJIB30BATENs H
NPEIbABISET CTAaHAAPTHBIN TNPOKCHU-CEPTU(PHUKAT KIWEHTA, JENIerMpYeMblii TPUA-CIIyKOe
npueMa 3amnpocoB. JlenermpoBaHHBIM  cepTH(UKAT coxpaHseTcss B 0a3e  JaHHBIX
IUIAaHUPOBAHUS, a IIPU 3allyCKe W YNpaBICHUM 3aJaHueM Ha ueneBoM y3ie GT3 or nmMmeHun
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BIIaJIeNIblla 3a/IaHUsI TPEIbSIBISETCS YIPaBIAIOIIE KOMIOHEHTOHM, kak kiaueHTtom GT3.
Hcnonp3oBaHue ceTeBOro XpaHwimiia ceptudukaros MyProxy [11] mo3Bosier npozsieBaTh
IIpU HEOOXOIMMOCTH CPOK JIeNIerupoBaHus 0e3 oOpalieHns K BIaeNnblly 3aaHus (CM. puc.6).
Konteiinep ¢ rpun-cimyx0amu st ayreHTudukanuu ucrnonb3yer GRIM-ceprudukar.
PecypcHplii arenr, BbmosHstoumiicss Ha y3ine GT3, Takke MOXKET BOCIOJIB30BATHCA
GRIM-cepTuduxarom.
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Puc.6. CereBoe xpanwmnuiie ceprupukatoB MyProxy

4.2. Aptopm3anus. B aBTopuzanmuoHHOM (aiinie Tpua-ciykObl mpuema 3ampocoB
MIEPEUUCIISIIOTCS Pa3IMUUTEIbHbIE UMEHA 3apErMCTPUPOBAHHBIX KIMEHTOB [ 'pua-aucneruepa.
JlokanpHOE MMS MHTEPIPETHPYETCS IPUA-CITYKO00H KaK poJib KIMEHTA («IOJIB30BATENbY HITU
«aIMUHUCTPATOP»).

B aBropuzamuoHHOM  (Qaiiie = pecypCcHOW  TPHUA-CIYXKObl  MEPEUUCIISIOTCS
pa3IUYUTENIbHBIC UMEHA Y3JI0B, OOCIYKUBaeMbIX | pua-aucrneTdyepom, a COOTBETCTBYIOLIHE
JIOKaJIbHbIE IMEHA UICHTU(UIMPYIOT y3Jbl B 0a3e TaHHBIX UIAHUPOBAHMS.

ABTopu3zanmonnsie (aiisl rpua-ciay:k6 GRAM 3Tux y3710B (BXOJAAIINE B PECYPCHYIO
MHGOPMALIHIO y371a), TIO3BOJISIOT IUIAHUPOBIIHUKY HAIIPABIAThH 3aJlaHHE TOJBKO B T€ Y3JIbl, HA
KOTOPBIX aBTOPU30BaH BjaJelell 3a1aHusl.
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